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Message from the President 

Dear Colleague, 

The critical nature of our work and the customers we serve demand our very best efforts, professionally 

and personally. With this commitment comes the personal responsibility and accountability of every ESG 

employee to practice and uphold the highest standards of integrity and ethical conduct. 

The ESG Code of Ethics (the “Code”) is our reference guide to the conduct and practices expected of 

each employee. Managers and supervisors have a special responsibility to actively promote our Code 

and its underlying values. Every employee regardless of work location or job title has a critical role to 

play in upholding and practicing the high standards we demand of ourselves. 

To ensure compliance with the Code, ESG requires that all employees, including officers, review the 

Code upon joining ESG. Please review the Code carefully and use it to guide your judgments and 

decisions. If you have any questions, contact your supervisor. 

Thank you for your support and commitment. Your cooperation is essential to our success. 

Sincerely, 

Francois Bosselut 
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Quick Reference 
Comply with Laws and Regulations: Do not take any action that you know, or reasonably should know, 

would violate a law or regulation. 

Marketing and Procurement Integrity: Always deal honestly and fairly with customers, competitors, 

teaming partners, subcontractors, suppliers, and consultants. 

Government Proprietary and Source Selection Information: Do not obtain, or try to obtain, directly or 

indirectly, any information believed to contain confidential information not belonging to ESG, except 

where permitted by law or express agreement. 

Recruitment and Employment of Current and Former U.S. Government Employees: Do not discuss 

potential employment at ESG with current or former government officers and employees without prior 

authorization. 

Gratuities, Bribes and Kickbacks: Do not offer, solicit, accept, or provide, or attempt to offer, solicit, 

accept, or provide any payment or inducement that may be perceived as a gratuity, bribe, or kickback. 

Doing Business Overseas: Do not give anything of value to a foreign official for the purpose of 

influencing the official, even if local practice or custom permits it. 

Conflicts of Interest: Avoid any situation that may create or appear to create a conflict between your 

personal interests and those of ESG. Disclose all actual or potential Personal or organizational Conflicts 

of interest. 

False Claims: Do not submit or assist in submitting any claims, bids, proposals, or any other documents 

of any kind that are false, fictitious, or fraudulent. 

Labor Charging: Timely and accurately complete timesheets and record all hours worked. 

Government and Company Investigations:  Notify the law department of any government inquiry 

arising through a written subpoena or a written request for information before any action is taken or 

promised. 

Comply with Applicable Securities Laws: Do not disclose, share, or use for personal gain any material 

non-public information of any publicly traded company. 

Protect ESG’s Proprietary Information   and   Intellectual   Property: Protect ESG confidential and/or 

proprietary information and capital assets including intellectual property. 

Records Retention and Destruction: Ensure that business records are available to meet the business 

needs of ESG, including all applicable legal, tax, and other regulatory requirements. 

Do Not Discriminate or Harass: Avoid inappropriate behavior, including verbal or physical conduct that 

creates an intimidating, offensive, or hostile environment. Do not harass or discriminate on the basis of 

race, national origin, religion, disability, pregnancy, age, military status, sex, or sexual orientation. 

Technology in the Workplace: Whether in electronic or other form, all obscene, pornographic, 

inappropriate, offensive, harassing, or discriminatory material is strictly prohibited in the workplace, at 

work-related activities, and on technology or systems used for ESG business. 
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Working Together 

Discrimination and harassment, including sexual harassment 
ESG is committed to providing equal opportunity in employment to all employees and applicants for 

employment. ESG will not tolerate any form of discrimination or harassment based on a person’s race, 

religion, color, sex, sexual orientation, age, national origin, medical/physical status or disability, or 

military status. 

ESG will not tolerate inappropriate behavior, including verbal or physical conduct that creates an 

intimidating, offensive, or hostile environment. Employees who engage in discrimination or harassment 

will be disciplined in a manner appropriate to the offense, up to and including termination. 

Managers have a responsibility to keep the workplace free of any form of discrimination and 

harassment, including sexual harassment. No supervisor or manager may threaten or insinuate, either 

explicitly or implicitly, that an employee’s refusal or willingness to submit to sexual advances will affect 

the employee’s terms or conditions of employment. 

All acts of discrimination and/or harassment must be reported. 

Promoting a Safe and Healthy Workplace 
ESG cares about the health and safety of its employees, consultants, visitors, and other companies’ 

employees working at ESG and non-ESG facilities. 

Employees must comply with all applicable health and safety policies and procedures at ESG and non-

ESG facilities, including relevant standards, instructions, and processes. 

A drug- and alcohol-free workplace supports our health and safety goals and is vital to our integrity, 

reputation, and business performance. While conducting ESG business or while on ESG or ESG Customer 

premises, no one may be under the influence of intoxicants or any controlled substance that has not 

been prescribed by a licensed physician. 

Employees support a safe and healthy work environment by: 

• Knowing what to do in an emergency and cooperating during the practice of emergency drills,

• Maintaining a drug- and alcohol-free workplace,

• Not saying or doing anything that could create fear or threaten the safety or security of others,

• Not bringing firearms or other weapons onto ESG or non- ESG facilities or while traveling on ESG

business (except to the extent required under a specific contract and/or applicable law),

• Reporting any accident, injury, illness, or unsafe/violent behavior or unsafe/unhealthy working

conditions, and

• Not retaliating against anyone who reports unsafe/violent behavior or unsafe/unhealthy

working conditions or participates in an investigation of these reports.
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Prohibiting Human Trafficking 
The US Government maintains, and ESG has adopted, a zero-tolerance policy that prohibits trafficking in 

persons and trafficking-related activities. Employees, and the employees of subcontractors performing 

work for ESG, must not: 

• Engage in severe forms of trafficking in persons, 

• Procure commercial sex acts, 

• Use forced labor, 

• Destroy, conceal, confiscate, or otherwise deny access by an employee to the employee’s 

identity or immigration documents, such as a passport or driver’s licenses, regardless of issuing 

authority, 

• Use misleading or fraudulent practices during the recruitment of employees or offering of 

employment, such as failing to disclose, in a format and language accessible to the worker, basic 

information or making material misrepresentations during the recruitment, 

• Use recruiters who do not comply with local labor laws of the country in which they recruit, 

• Charge employees recruitment fees, 

• Fail to provide return transportation or pay for the cost of return transportation upon the end of 

employment, 

• Provide or arrange housing that fails to meet the host country housing and safety standards, or 

• If required by law or contract, fail to provide an employment contract, recruitment agreement, 

or other required work document in writing. Such written work document shall be in a language 

the employee understands. If the employee must relocate to perform the work, the work 

document shall be provided to the employee at least five days prior to the employee relocating.  

The employee’s work document shall include, but is not limited to, details about work 

description, wages, prohibition on charging recruitment fees, work location(s), living 

accommodations and associated costs, time off, roundtrip transportation arrangements, 

grievance process, and the content of applicable laws and regulations that prohibit trafficking in 

persons. 

Technology in the Workplace 
ESG technology, systems, and accounts (including social media and online communications) are 

provided for the purpose of conducting ESG business. Occasional and incidental use for personal matters 

may be permitted. 

ESG reserves the right to access and audit all such technology, and users should have no expectation of 

privacy in this regard. ESG retains (a) ownership in all ESG information wherever situated, and (b) an 

unlimited license to use all files or documents created, transmitted, or received on ESG-owned or 

operated technology, systems, and accounts. No ESG information should be retained on personal 

technology, and personal accounts should not be used for ESG business. 

Employees must not: 

• Open suspicious e-mails, links or attachments or otherwise engage in any action that could 

damage or compromise ESG’s networks, 

• Post comments regarding ESG’s financial, contractual, or legal matters on electronic bulletin 

boards, list-servers, or similar public forums on the internet, 



Energy and Security Group, LLC 
 

Document #: HR-03b-Ethics Version 2.0 Page 5 of 11 
Issued: 08/16/2020 Revised: 08/16/2020 Effective: 08/16/2020 

• Send or post messages that might harm ESG’s reputation or the reputation of others, or 

• View, possess or share pornography of any kind in the workplace, at work-related activities, or 

on technology used for ESG business. 

Protecting Our Company 

Personal Conflicts of Interest 
Avoid any situation that may create or appear to create a conflict between personal interests and the 

interests of ESG. Employees and their immediate families must not engage in any outside interest, 

activity, or investment which, in the opinion of ESG, may reflect against ESG or conflict with its best 

interests. All employees owe a duty to ESG to advance its interests when the opportunity arises. 

Employees are prohibited from taking for themselves personally (or for the benefit of friends or family 

members) opportunities that are discovered through use of ESG assets, property, information, or 

position. Employees may not use Company assets, property, information, or position for personal gain 

(including gain of friends or family members). In addition, no employee may compete with ESG. 

Examples of conflicts of interest: 

• Engaging in employment or any other activity that interferes with your ability to devote the 

required time and attention to your job responsibilities at ESG, 

• Holding a significant financial interest in a current or prospective customer, supplier, or 

competitor of ESG, or serving as an employee, consultant, or director of that business, 

• Directing ESG business to a supplier owned or managed by a relative, 

• Supervising the job performance or compensation of a relative, or 

• Using confidential ESG information or improperly using ESG assets for personal benefit or the 

benefit of others. 

If an actual or apparent conflict of interest develops, an employee must report the matter through their 

supervisor.  

It is important to remember that even if a conflict exists, it will not necessarily result in corrective action. 

Conflicts can arise innocently, and most are investigated to the extent necessary to determine that ESG’s 

interests are being best served. Each conflict must be reported so that an independent determination 

can be made of the situation. 

Organizational Conflict of Interest 
ESG prohibits any contract from being negotiated or executed if the interests of a particular customer 

are of such a nature as to compromise or threaten ESG’s ability to maintain unbiased objectivity in 

serving its other customers, resulting in a potential organizational Conflict of interest (“OCI”). 

Examples of potential OCIs include: 

• Competing for a management/services contract that might require ESG to evaluate its own or its 

competitors’ products for use by the government, 

• Competing to supply products/services for which ESG has designed the specifications, 

• Access to other companies’ proprietary information that has not been authorized for use in 

landing/ performing the contract, or 
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• Access to other companies’ proprietary information obtained by leveraging the contract in 

question, which might provide an unfair competitive advantage. 

Where an actual or potential OCI may occur by entering into a contractual agreement or by accepting a 

task under an awarded contract, such contractual instruments may be entered into only after satisfying 

all of the following conditions: 

• Full and complete disclosure of the actual or potential OCI to the appropriate government 

official(s), with a proposed means of avoiding, mitigating, or neutralizing the OCI, and 

• Consent to the execution of the contractual arrangement has been obtained from the 

appropriate government official(s), along with any necessary government approvals of an 

appropriate OCI avoidance and mitigation plan where required. 

False Claims 
Do not submit or assist in submitting any claims, bids, proposals, or any other documents of any kind 

that are false, fictitious, or fraudulent. With regard to government contracts, such acts are criminal 

violations which could result in prosecution of both ESG and the employee. 

Ensure that all costs are accurately recorded and charged to the proper account and proper contract. 

The mischarging of labor costs, the improper allocation or transfer of costs, or the falsification of other 

cost records is not tolerated. 

Be aware of Certification clauses, including OCI clauses, in government contracts and solicitations for 

which ESG prepares a bid. Be mindful that reckless disregard for the truth or accuracy of information 

that ESG presents to the government may trigger liability under the False Claims Act. 

International Trade Control 
Employees must understand and comply with all US Laws and regulations as well as the local laws and 

regulations of the countries in which ESG conducts business (to the extent they do not conflict with US 

Laws and regulations). 

The following US Laws and regulations are particularly applicable when performing international 

business activities: 

• Foreign Corrupt Practices Act (“FCPA”) 

• Anti-boycott laws 

• Embargo Regulations 

• Export/import laws and Regulations 

The FCPA has two principal components that: 

• Prohibit bribes, kickbacks, or other forms of corrupt, illegal, or improper payments to 

government officials for the purpose of obtaining or retaining business, and 

• Require that ESG’s financial books, records, and accounts are accurate, current, and complete in 

all respects, and that ESG has a system of internal accounting controls to ensure accurate books, 

records, and accounts. 
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ESG policy generally prohibits payments to foreign public (including government and political party 

officials) officials to induce them to perform or expedite a routine governmental action such as, but not 

limited to, issuing a visa or work permit. Such "facilitating payments" are impermissible whether or not 

they are exempt under the FCPA regardless of amount and regardless of whether they are charged to 

Federal awards or paid for with an employee's own funds. Standard charges, including transparent 

publicly prescribed foreign government and reputable third-party service provider expediting fees, may 

be permissible; employees should consult their supervisors if they have any questions in specific cases. 

Anti-boycott Laws prohibit US Persons and companies from taking actions or entering into agreements 

that further economic boycotts or restrictive trade practices not supported by the US Government. This 

primarily involves prohibiting actions that have the effect of furthering the Arab Boycott of Israel. 

Embargo Regulations 
The Office of Foreign Assets Control (“OFAC”), through the foreign Assets Control Regulations, prohibits 

all transactions with, and exports to, certain countries, individuals, or entities that are subject to 

sanctions by the UC. Something as simple as electronic mail exchanges or sending marketing materials 

to certain countries can violate the OFAC regulations. All transactions conducted by ESG employees 

must be carefully analyzed to ensure that an embargoed country, or a national from an embargoed 

country, is not involved. 

Labor Charging 
Timely and accurate completion of timesheets is essential. ESG must ensure that it charges its customers 

only those costs that are specifically allowable under the law, regulation, or the contract. Timesheets 

must report the number of hours worked and the proper distribution of the time against appropriate 

cost objectives represented by project and overhead ventures. Each employee must complete an 

original timesheet on a daily basis. 

Record all hours worked, including mandatory ESG training (even if done after regular work hours), on a 

daily basis or by 10 a.m. the next business day. Reporting hours not worked, but for which pay is 

received (e.g., leave, excused absences), must be true and accurate. Shifting of costs to a contract other 

than the contract worked on is strictly prohibited. It is essential that employees properly document and 

allocate any cost charged to a customer. These costs might include, but are not limited to, travel 

expenses, purchases, and use of equipment charges. Improper charging or allocation of time or any 

other cost may constitute a violation of civil or criminal statutes and regulations. 

Direct-charge employees must keep time and labor-charging reports current and must properly report 

all time spent on each project/assignment. Assignments shall not be initiated until all proper 

documentation, including a charge number, has been issued and communicated to the employee. 

Government and Company Investigations 
As a US Government contractor, ESG is subject to an array of laws and regulations governing its business 

activities. In some circumstances, a government agency may initiate an investigation or review of an 

employee’s or ESG’s activities. During investigations, ESG will comply with all applicable laws, 

regulations, and contractual requirements, and will cooperate fully with appropriate investigating 

agency officials. In addition, ESG has certain procedures in the event a government official contacts an 

employee, requests information from an employee or ESG, and/or seeks to interview any employee in 
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connection with an investigation that may involve possible violations of law. If this occurs, always 

contact the law department immediately. 

ESG will often conduct its own internal investigation. Employee cooperation with all ESG internal 

investigations is expected. ESG must also disclose to appropriate government agencies any suspected 

violations of law, fraud, and/or contract overpayments involving ESG or any of its employees. 

Recording and Reporting Information 
Information that is the basis for recording transactions or measuring ESG’s performance must be 

recorded and reported accurately and honestly. Dishonest reporting, either inside or outside ESG, is 

strictly prohibited. This includes misreporting information or organizing it in a way that is intended to 

mislead or to misinform those who receive it. 

Discussing Company Affairs 
Employees must maintain the confidentiality of information entrusted to them by ESG or by its 

customers, suppliers, or partners, except when disclosure is expressly authorized or is required or 

permitted by law. Confidential information includes all non-public information (regardless of its source) 

that might be of use to ESG’s competitors or harmful to ESG or its customers, suppliers or partners if 

disclosed. Employees must not disclose to persons outside ESG any ESG-internal information until 

formally disclosed by ESG to the public in accordance with applicable securities laws and regulations. 

Confidential ESG business must not be discussed in public places or in places where visitors are likely to 

be present, such as lobbies, elevators, and cafeterias. 

Insider Trading 
Employees must not use non-public information for private gain or disclose non- public information to 

persons other than ESG employees or others with a legitimate business need for the information. 

Trading in securities of a publicly traded company based on material, non-public information of that 

company is unethical and illegal. Liability can also extend to any employee who discloses material, non-

public information to another person who uses that information in a securities transaction. Even 

accidental disclosure of inside information to another party can be a serious breach of corporate 

confidentiality and can also result in insider trading. For this reason, every employee must avoid 

discussing sensitive information in any place where it may be overheard by others. All incidents of 

disclosure of inside information must be promptly reported to the law department. Information is 

considered material if it would be considered important by investors making decisions on whether to 

purchase, sell, or hold the securities of the company in question. 

Protect Confidential & Proprietary Information and Intellectual Property 
All employees should protect and efficiently use ESG’s assets, including its Confidential and Proprietary 

information (“CPI”) and intellectual property. 

In accordance with ESG’s Employee Intellectual Property Agreement, ESG retains all rights, title, and 

interest to all inventions, software, and other intellectual property that result from or are suggested by 

work performed by employees for ESG or use of ESG resources. 

Employees must take all responsible steps to comply with all applicable procedures established by ESG 

to protect CPI from unauthorized or inadvertent disclosure and to use ESG CPI only as necessary and 

proper in the performance of their duties as an employee of ESG. 
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Do not (directly or indirectly), without the written consent of ESG, use, reproduce, copy, disseminate, 

publish, disclose, provide, or otherwise make available to any person, firm, corporation, agency, or other 

entity, any ESG CPI. 

Records Retention and Destruction 
Ensure that business records are available to meet the business needs of ESG, including legal, tax, and 

other regulatory requirements wherever ESG conducts its business. Failure to preserve documents and 

other information as required by the Records Retention policies and any distributed hold notice can 

result in serious adverse consequences to ESG and its employees. 

It is unlawful to destroy, conceal, alter, or falsify any ESG business or other record, document, or object 

for the purpose of obstructing or influencing any lawsuit or other legal, regulatory, or government 

proceeding or investigation. Doing so may subject ESG and any offending persons to severe civil and 

criminal penalties including substantial damage awards, fines, and imprisonment. 

Political Activities 
Federal, state, and local laws govern contributions made to political candidates. No political 

contributions may be made by an employee on behalf of ESG. For purposes of this section, the term 

“contributions” includes the use of ESG facilities and employee time in connection with an election for 

public office. In addition, there are additional federal, state, and local laws that govern the activities of 

government lobbyists. All such activities on behalf of ESG must be coordinated with the law department. 

Summary 
• Avoid any situation, activity or investment which affects or appears to affect your ability to 

exercise impartial judgment on the job or adversely affects ESG’s interests, and disclose any 

actual, potential, or perceived conflict of interest. 

• Do not offer, give, or receive anything of value under circumstances that are unlawful or could 

be viewed as an attempt to improperly influence a recipient’s decisions affecting ESG. 

• Do not give or offer anything of value, directly or indirectly, to any foreign official or entity for 

the purpose of influencing any act or decision in their official capacity. 

• Comply fully with all laws, regulations and ESG policies dealing with recruiting and employing 

current or former federal government employees and ensure that all recruiting and hiring 

practices comport with such laws and regulations. 

• Do not make false or misleading entries of any kind on ESG records or accounts. 

• Ensure accuracy in all communications with federal and local governments. 

• Comply fully with all laws, regulations and ESG policies dealing with labor charging, and ensure 

total time accounting to appropriate charge numbers. 

• Do not destroy any information (hard copy or electronically stored) that is protected by a 

document hold notice. 

• Do not buy or sell securities based on non-public ESG information. 

• Do not make or participate in any racist, sexist, or other types of discriminatory jokes or 

comments. 

• Do not view, download, possess, copy, send, post, or access any illegal, sexually explicit, 

pornographic, or obscene material of any kind. 
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• Follow safeguarding measures to ensure proper protection of all Confidential and Proprietary 

information as well as capital assets including intellectual property such as trade secrets. 

• Report immediately any violation or apparent violation of the Code, ESG policies, and 

procedures, or violations of law or regulation.  
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Employee Acknowledgement 

Energy and Security Group Code of Ethics 

The undersigned hereby acknowledges and confirms the following: 

• I have received an electronic copy of Energy and Security Group’s (ESG’s) Code of Ethics.

• I have received training on ESG’s Code of Ethics.

• I have read and understand the rules and guidelines established in ESG’s Code of Ethics and I agree

to abide by its requirements fully and faithfully in both letter and spirit.

• I understand that continued adherence to ESG’s Code of Ethics is a material condition of my

employment and any failure to adhere to its requirements may result in disciplinary action up to

and including termination.

• I understand that every ESG employee has the responsibility to immediately report any violation

or apparent violation of the Code, ESG policies, and procedures, or violations of law or regulation.

Name: 

Signature: Date: 


